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Bid Number/gyel waies (Rs geam):
GEM/2025/B/6212762
Dated/fgeiar : 15-05-2025

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

26-05-2025 15:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

26-05-2025 15:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

180 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Health And Family Welfare

Department Name/[A#9r & =re1

Department Of Health And Family Welfare

Organisation Name/@316d & =1

International Institute For Population Sciences (iips)

Office Name/@aie I &l =TH

Mumbai

%l $Ad/Buyer Email

manjirirane.iips@gov.in

Total Quantity/pel =T

300

Item Category/dig HeIRY

Endpoint Detection and Response (EDR) Appliance /
Software (Q2)

Minimum Average Annual Turnover of the

bidder (For 3 Years)/SeX & =gada 3itaa 8 Lakh (s)
e 3R (3 anf @)
Years of Past Experience Required for
same/similar service/>%i/aa Qa3 & AT |3 year (s)
&g Rera sgHa & af
MSE Exemption for Years of Experience and N
Turnover/ 3iHd & auf A THTHES Fc ©
Startup Exemption for Years of Experience N

o}

and Turnover/ 3igHd & auf § FWIEIHT e

Document required from seller/fahar & &
T EAAST

Experience Criteria,Past Performance,Bidder
Turnover,Certificate (Requested in ATC),OEM Authorization
Certificate

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Do you want to show documents uploaded
by bidders to all bidders participated in

bid?/

Yes
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Bid Details/f5 faaor

Past Performance/fRd ycdi 50 %

Bid to RA enabled/fds ¥ Raw arsh aftha fvar | No

Type of Bid/f@s & ydR Two Packet Bid

Time allowed for Technical Clarifications
during technical evaluation/d&<lifl HeAdT & |2 Days

aNIaT cepelidhl TUEIHIOT ¥ A WA

Inspection Required (By Empanelled

Inspection Authority / Agencies pre- No

registered with GeM)

Evaluation Method/fid Ugfd Total value wise evaluation
Arbitration Clause No

Mediation Clause No

EMD Detail/3uad faaor

Advisory Bank/Tsarssit & State Bank of India

EMD Amount/$uadr I 45000

ePBG Detail/&fidish fazor

Advisory Bank/tsaissil §& State Bank of India

ePBG Percentage(%)/gdtdsh ufaerd (%) 5.00

Duration of ePBG required (Months)/Sdis &Y
T el @#@9).

38

(a). EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document for the
relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and Service
Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy./si9 T erdf & AT ST TT & Fogd I BT FATAT HeINT & forw 95 F ary 34 Fafda gedrast uvdd a4 &
WW%ﬂamaﬁaﬁasmﬁﬁﬁmHm@Wﬁ%mwwméﬂm@rﬁwaﬂnﬁ%l =it @ 58 Sifd &
I | Al 3@ IR B

(b). EMD & Performance security should be in favour of Beneficiary, wherever it is applicable./3ua@! 3R @urea
JATA T, ST TE A el &, et & geT 3 gt arfewl

Beneficiary/arandf :

Additional charge

Mumbai, Department of Health and Family Welfare, International Institute for Population Sciences (IIPS), Ministry
of Health and Family Welfare

(Director And Sr. Prof.)
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MII Purchase Preference/ta3N$3ms @lig adbdr

MIl Purchase Preference/Ta31$31s @l a1 Yes

MSE Purchase Preference/tainds @lig adiddr

MSE Purchase Preference/Tatds @g aigdr Yes

1. The minimum average annual financial turnover of the bidder during the last three years, ending on 31st
March of the previous financial year, should be as indicated above in the bid document. Documentary evidence in
the form of certified Audited Balance Sheets of relevant periods or a certificate from the Chartered Accountant /
Cost Accountant indicating the turnover details for the relevant period shall be uploaded with the bid. In case the
date of constitution / incorporation of the bidder is less than 3-year-old, the average turnover in respect of the
completed financial years after the date of constitution shall be taken into account for this criteria.

2. Experience Criteria: In respect of the filter applied for experience criteria, the Bidder or its OEM of the product
offered in the bid {themselves or through reseller(s)} should have regularly, manufactured and supplied same or
similar Category Products to any Central / State Govt Organization / PSU for number of Financial years as
indicated above in the bid document before the bid opening date. Copies of relevant contracts and delivery
acceptance certificates like CRAC to be submitted along with bid in support of having supplied some quantity
during each of the Financial year. In case of bunch bids, the category of primary product having highest value
should meet this criterion.

3. Preference to Make In India products (For bids < 200 Crore):Preference shall be given to Class 1 local supplier
as defined in public procurement (Preference to Make in India), Order 2017 as amended from time to time and its
subsequent Orders/Notifications issued by concerned Nodal Ministry for specific Goods/Products. The minimum
local content to qualify as a Class 1 local supplier is denoted in the bid document. If the bidder wants to avail the
Purchase preference, the bidder must upload a certificate from the OEM regarding the percentage of the local
content and the details of locations at which the local value addition is made along with their bid, failing which

no purchase preference shall be granted. In case the bid value is more than Rs 10 Crore, the declaration relating
to percentage of local content shall be certified by the statutory auditor or cost auditor, if the OEM is a company
and by a practicing cost accountant or a chartered accountant for OEMs other than companies as per the Public
Procurement (preference to Make-in -India) order 2017 dated 04.06.2020. Only Class-I and Class-Il Local suppliers
as per Mll order dated 4.6.2020 will be eligible to bid. Non - Local suppliers as per Mll order dated 04.06.2020 are
not eligible to participate. However, eligible micro and small enterprises will be allowed to participate .The
buyers are advised to refer the OM No.F.1/4/2021-PPD dated 18.05.2023.

OM No.1 4 2021 PPD_dated 18.05.2023 for compliance of Concurrent application of Public Procurement Policy
for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in India) Order, 2017.

4. Purchase preference will be given to MSEs having valid Udyam Registration and whose credentials are
validated online through Udyam Registration portal as defined in Public Procurement Policy for Micro and Small
Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued by Ministry of Micro, Small and Medium Enterprises and
its subsequent Orders/Notifications issued by concerned Ministry. If the bidder wants to avail themselves of the
Purchase preference, the bidder must be the manufacturer / OEM of the offered product on GeM. Traders are
excluded from the purview of Public Procurement Policy for Micro and Small Enterprises and hence resellers
offering products manufactured by some other OEM are not eligible for any purchase preference. In respect of bid
for Services, the bidder must be the Service provider of the offered Service. Relevant documentary evidence in
this regard shall be uploaded along with the bid in respect of the offered product or service and Buyer will decide
eligibility for purchase preference based on documentary evidence submitted, while evaluating the bid. If L-1 is
not an MSE and MSE Seller (s) has / have quoted price within L-1+ 15% (Selected by Buyer) of margin of
purchase preference /price band defined in relevant policy, such MSE Seller shall be given opportunity to match
L-1 price and contract will be awarded for 25% (selected by Buyer) percentage of total quantity. The buyers are
advised to refer the OM No. F.1/4/2021-PPD dated 18.05.2023 OM_No.1 4 2021 PPD_dated 18.05.2023 for
compliance of Concurrent application of Public Procurement Policy for Micro and Small Enterprises Order, 2012
and Public Procurement (Preference to Make in India) Order, 2017. Benefits of MSE will be allowed only if seller is
validated on-line in GeM profile as well as validated and approved by Buyer after evaluation of documents
submitted.

5. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
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impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

6. Past Performance: The Bidder or its OEM {themselves or through re-seller(s)} should have supplied same or
similar Category Products for 50% of bid quantity, in at least one of the last three Financial years before the bid
opening date to any Central / State Govt Organization / PSU. Copies of relevant contracts (proving supply of
cumulative order quantity in any one financial year) to be submitted along with bid in support of quantity
supplied in the relevant Financial year. In case of bunch bids, the category related to primary product having
highest bid value should meet this criterion.

Endpoint Detection And Response (EDR) Appliance / Software ( 300 pieces )

(Minimum 100% and 80% Local Content required for qualifying as Class 1 and Class 2 Local Supplier

respectively/mar: Aot 1 3R Aol 2 & T 3Nqfdadt & ¥ 3 3edr Wd X & U 3Maas)
Technical Specifications/da=lidh fafAfEar

* S peIl RN & 3gHT 4 As per GeM Category Specification

Specification Name/faff¥ & Bid Requirement/fds & fow 3maas (Allowed
e Values)/3iAd Hed

Specification

BASIC INFORMATION || Category Software

SCOPE OF LICENCE || Types of Licence Perpetual, Subscription

Duration of Subscription (in ||12.0 - 60.0 Or higher
months) (Hint :- Select '0' if
not applicable)"

OEM Licensing policy Per Named User/User, Per Server, Per CPU

Number of licensing 1-500
included in the offered
product as per OEM defined
licensing policy

Licence Delivery Mode Paper Licence, Electronic Licence
Platform type Desktop based, Server based, Cloud based
Hosting Enviroment/ Cloud, On Premises

Deployment Option

The offered product have Unlimited updation for Patches and Bug fixes within
support from OEM for maintenance & support period., Unlimited
upgradation of version within support period, NA

Number of Years for OEM 1.0 - 5.0 Or higher
support for updation
(Patches and Bug fixes) is
included in the scope of
supply (Hint :- Select '0' if
not applicable)

Number of Years for OEM 1.0 - 5.0 Or higher
support for Upgradation of
version is included in the
scope of supply (Hint :-
Select '0' if not applicable)

Training Options On-Site, OEM Training Centre, Virtual, Training
Material
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Specification

Specification Name/fafRf® &
A

Bid Requirement/fds & fouw 3maas (Allowed
Values)/31Ad JT

No of days Training
Provided (Hint :- Select '0' if
not applicable)

2.0 - 10.0 Or higher

Prevention

Prevention Features

Application Exploitation - Protection from exploitation
of specific application, Credential Theft Protection,
Prevent privilege escalation, Prevent process
hollowing attacks, Protect from Encrypting File
System attacks, Protection from malicious webpages,
Protection from malicious IP and domains,
HIPS/Exploit Prevention - Application Control - Threat
Intelligence, Web Content Filtering based on Category
like Gaming, Social Networking, Hacking, Criminal
Activity, Violence

REDUCING ATTACK
SURFACE

Reducing Attack Surface
Features

Block all applications from creating child processes,
Block execution of potentially obfuscated scripts,
Block Win32 API calls from Office macro, Block
applications from creating executable content, Block
the theft of passwords and hash information from
memory, registry, or hard disk, Block against loading
.DLL files from untrusted folders, Block applications
from injecting code into other processes, Block
JavaScript or VBScript from launching downloaded
executable content, Block executable content from
email client and webmail, Block executable files from
running unless they meet a prevalence, age, or
trusted list criterion, Use advanced protection against
ransomware., Block credential stealing from the
Windows local security authority subsystem
(Isass.exe)., Block process creations originating from
PSExec and WMI commands., Block untrusted and
unsigned processes that run from USB., Block
applications from creating child processes., Block
Adobe Reader from creating child processes., Block
persistence through WMI event subscription., NA

Network Protection

Network Protection
Features

Protection across browsers, scripts, shells, Protection
from malicious SMB, Psexec, WMI injections from
other devices in the network.

Potentially Malicious
Applications

Potentially Malicious
Applications Features

Advertisement Software, Bundling Software, Evasion
Software, Torrent software, Crypto mining software,
Marketing software, Poor industry reputation, Web
Content Filtering, NA

Malware Protection
(AV)

Malware Protection (AV)
Features

Blended Threats/Malware Protection, Automated
Malware and Threat Removal, Web Filtering,
Suspicious email attachments scanning, Enhanced
remediation capabilities, Global Threat Intelligence
with Reputation Source configuration capability,
Advanced Protection against fileless attack methods.,
Memory Protection, Root cause analysis/Threat cases
for the malware incidents, Advance machine learning
and Al based malware protection, Application startup
Control, Detect low reputation downloads
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Specification

Specification Name/fafRf® &

TH

Bid Requirement/fds & fouw 3maas (Allowed
Values)/31Ad JT

Device Control

Device Control Features

Block Specific Devices, Allow specific devices, Monitor
files written to USB devices, Disallow execution of
Unsigned/Untrusted files from USB, Custom detection
and response of device control, Automatic Threat
detection on USB mount, NA

Threat Detection

Threat Detection Features

Comprehensive detection of Advanced Kernel
Exploitation and In Memory Attack - Kernel sensors,
Pre-written SQI queries for IT operations, Interception
of API and Hypercalls, Solution should have the ability
to create Forensic Snapshots and perform detailed
analysis on demand, Threat analysis/correlation of 3
months data., Historical Search, Real time search, On
demand data collection to capture active processes
and network connections, Lists applications in the
startup section of the registry and their reputation
scores, NA

Automatic
Investigation

Automatic Investigation
Features

Automatic Al-Guided Intelligent alert correlation and
analysis with no manual intervention.,
Recommendations on threat mitigations for approvals
like kill process, Machine isolation etc., Suspicious
event detection and prioritization, Reduced time to
mitigate., Automatically gather , summarize and
visualize evidence, Different views for different users

Threat Remediation

Threat Remediation Features

Automatically applies surgical remediation &
containment steps to reduce risk., Ability to
remediate completely inmemory attacks - due to our
presence in Kernel., NA

Remediation Action

File Level Actions Features

Block, Quarantine, Allow, Collect, Restore, NA

System Level Actions

Isolate Machine, Run AV, Collect Investigation
Package, Kill Process, Stop Service, De-register Dlls,
NA

Advanced Threat
Hunting

Advanced Threat Hunting
Features

Hunting for IOCs and IOAs., Shows a process tree of
currently running processes, Lists the activity history
of a process, Hunt for specific Application behaviors
like process creations etc., Hunt for User behavior like
web browsing, Application usage, file creation., Hunt
for registry creation and modifications., Hunt for
Logon events and activities., Hunt for command lines
and PowerShell activities., Hunt for Network info and
events ., NA

Threat Experts

Threat Experts Features

Targeted attack notification., Collaborate with
experts, on demand (Paid service)., NA

Integrated Security
and Insights

Integrated Security and
Insights Features

Provide visibility into sensitive data on endpoints, to
protect sensitive data based on its content, and to
detect and respond to post -breach malicious activity
that involves or affects sensitive data., Prioritize
threat projects acording to industry verticals,
geography and enterprise security posture., Identify
threat campaigns prior to an attack, Machine
Learning analysis to determine security posture
against attacks, NA

6/9



Specification

Specification Name/fafRf® &
A

Bid Requirement/fds & fouw 3maas (Allowed
Values)/31Ad JT

EDR MANAGEMENT
SERVER / APPLIANCE
CAPACITY

Hard disk capacity (in TB)of
appliance/management
server (Hint :- Select '0' if
not applicable)

1.0 - 100.0 Or higher

RAM size capacity (in GB) of

16.0 - 10000.0 Or higher

appliance/management
server (Hint :- Select '0' if
not applicable)

Number of Physical CPU
core in the
appliance/management
server (Hint :- Select '0' if
not applicable)

32.0 - 128.0 Or higher

GENERIC
PARAMETERS

Supported Operating System

Windows Server 2019/2016/2012/2008, Windows -10,
8, 7, Mac, Android, Linux (Red Hat, Suse), iOS, NA

Supported Web browsers

Microsoft Edge, Google Chrome, Mozilla Firefox,
Safari, Opera, NA

Supported Database

Oracle, DB2, Sybase, MySQL, PostgreSQL, MSSQL,
NOSQL, SQL, Postgres, Netzerra, Informix, Hadoop,
HANA, NA

Consignees/Reporting Officer/@Rdt/Ruiféar 31w and/ a2 Quantity/arar

Consignee
S.No./®. || Reporting/Officer/ : Ry
4 R/ R Address/adr Quantity/arar Delivery Dﬁ?rls ®
i

400088, International Institute

1 Manjiri Mangesh For Population Sciences 300 15

Rane Govandi station Road , Govandi

east, Deonar, Mumbai -400088

Buyer added Bid Specific Additional Scope of Work

S.No..® . - Applicable/Ra¥ ysR & 317AR
Document Title Description ATES iro. ltems
ATC . - . Endpoint Detection And
1 . ATC of Enterprllse Antivirus Endpoint Response (EDR) Appliance /
View with a server License
Software(300)

The uploaded document only contains Buyer specific Additional Scope of Work and / or Drawings for the bid items added
with due approval of Buyer’s competent authority. Buyer has certified that these additional scope and drawings are
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generalized and would not lead to any restrictive bidding.

Buyer Added Bid Specific Terms and Conditions/sa g 51 o Rz it fadw orf

1. Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

Disclaimer/shaxor

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached categories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without

specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.

12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.

13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

15. Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

16. In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

© N o v oA

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.
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All GeM Sellers / Service Providers are mandated to ensure compliance with all the applicable laws /
acts / rules including but not limited to all Labour Laws such as The Minimum Wages Act, 1948, The
Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The Equal Remuneration Act, 1976,
The Payment of Gratuity Act, 1972 etc. Any non-compliance will be treated as breach of contract
and Buyer may take suitable actions as per GeM Contract.

This Bid is also governed by the General Terms and Conditions/ Ig 9= araeg Gl & 37aeia off g &

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws/ SV T TAT=T Al & WS 26 & TH H WA & WY HH W WS A aTt U F X T Wg
W iy & TE9 F AT F AT qfH AT WS WA ared ST 7 prs o = 3@ g F s g & faw it oy o
9 a8 95 & aren weH WREd F orw Goligd @Ifes #F A9 od §HT ST B sHA AHqurelad denr gem AR e o
I BYOT RFT ST T SEH AU o B T HIIT Bl dehrel AT I AR Plefed & AT AT BN Plefell PRars
GO el

---Thank You/4=arg---
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